Use of TrueCrypt
A brief explanation of the implementation of the software might help to minimize confusion.  The product actually creates a “Virtual drive” out of a file.  That virtual drive will not be accessible to windows until it is “mounted” from within the Truecrypt application.  If the file that is created is NOT mounted, it will just appear as a file within the directory structure but only the file name will be available.  No details (such as what application was used to create the file) will be provided.  
1. Download and install the TrueCrypt product from www.truecrypt.org
2. Start the software by double clicking on the TrueCrypt.exe file. 
3. In the main TrueCrypt window, click the Create Volume option.
4. A Volume Creation Wizard will then be displayed.  Two options are available on this screen.
a. Creating a standard Truecrypt volume 
b. Creating a hidden Truecrypt volume. 
In most cases, you will be creating a standard volume.  A hidden volume is use to create an encrypted volume within a previously created encrypted volume.
For that reason, creating a standard volume is most commonly used and will be the example used for this documentation.
5. After selecting  create a standard TrueCrypt volume, click Next.
6. A second screen in the Volume Creation Wizard is now presented.  You should exercise caution at this screen.  If you use the Select Device option, all data on that partition or device will be erased!  For that reason, unless you want to encrypt a completely EMPTY drive, you should ALWAYS use the Select File option.   Navigate to the appropriate directory you which to have the file reside and type in the file name you wish to use.  It is also recommended that you allow TrueCrypt to create the file for you instead of selecting an empty file that was created previously. 
7. A third screen in the Volume Creation Wizard is now presented.  This screen of the wizard is to select the encryption algorithm.  As you add more than one algorithm, the speed of the encryption process decreases.  For most uses, AES is sufficiently complex.  Additionally, a HASH of either Whirlpool or RIPEMD-160 is recommended. 
8. The Volume Creation Wizard now presents a fourth screen to specify a size for the file to be created.  If you specify a larger file, it will take longer to encrypt. 
9. The Volume Creation Wizard now presents a fifth screen requesting a password for the file you are about to create.  This password will be required when you are mounting the drive. 
10. The final screen of the Volume Creation Wizard is used to format the file about to be created.  Click FORMAT to complete the volume creation process.
11. You can now use TrueCrypt to “mount” the specific file as a virtual drive.  This will be required each time you want to add or retrieve data from the encrypted folder. 
a. On the main TrueCrypt screen, select the drive letter you wish to be used for the virtual drive. 
b. Then click the select file option and navigate to the specific file you created when you were using the Volume Creation Wizard and click the mount option. 
c. You will now need to enter the password you created during the Volume Creation process. 

12. You should now be able to see the encrypted virtual drive in Windows Explorer just like a regular physical drive.  Any files you move or save in the virtual drive will be encrypted. 

Use of TrueCrypt in Traveler Mode
If you are unable to install the TrueCrypt software on a machine (because the machine does not belong to you) and still have a need to encrypt/decrypt files on a USB device, please use the instructions for traveler mode below.  Additional instructions are available starting on page 46 in the TrueCrypt documentation. 
There are two ways to run TrueCrypt in ‘traveller’ mode:
1. After you unpack the binary distribution archive, you can directly run TrueCrypt.exe.
2. You can use the Traveller Disk Setup facility to prepare a special ‘traveller’ disk and launch
TrueCrypt  from there.
